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v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (0x08303)
Random: 2c65fa8c6b@58affl5e3abbda912b26ad06984880ecd409ffc6671345cb465ab
Session ID Length: 32
Session ID: bel@ed6ebef74@e75albeabbaabd781153171c4e64057fefdd2d491d92469d3cc
Cipher Suites Length: 32
Cipher Suites (16 suites)
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$fileName = $num[ ' txtl
$txtName = "$fileName.t

$filepath = "/var/www/html/document/$txtName”;

chmod($filepath, 0460);
[23 5] PHPE o] &3t 7AloFA o] F d3t Alo]

(2) AMz=" B AR AlekA 3l A7 Ao
A8 FE Ak CentOS = FAANA Algshe dd Ao AR FEAAM AFA
o] A3 #YD g ATk AlkA o) dIe BEses sde (19 613 2o

test.tut &M x

7| et gx=ay
A2 2H0): apache -
b H7| HE -
JE(G): apache -
2 e ¥
7|Et
e g i
Al oMAS D=0 MW 51E(F)

[ 6] AlAE H]R] AlofA mhd dgth Ao

Q) A A3 Aolg T ANA W& F24 AT

AAAEe] fmH F Clentrt AGA &S +4
Tl skl Alekd W8o FAAME AT HAA
of #g Ade [19 7% 2

HQL'

A%, #R0l ¥AHE BY BE

B gs 5 AYM WE =4 A

>



(o)
43 Holx

S : Alice BBAH 5413 : abe
EETTE

ML) BUE
22HE) : Alice
20] : 100,0008 @ localhost
2RI : 2022/11/30 ~ 2023/11/29

<30 g7HsEct
o 8 selsigion Solghe slgch

S UM E2 UAMYE S8 HYSASE SYPUC.

Jeaapsaens UAMY0| B2Y L AN R £ A SYULCH FIEZ F 111 sessenasey I

(2™ 7] ARAY = AlFM e 2274 Als

2}. sijAlat SaltE o] &3t Password H.Qt

Client7t 2]d7td Al d=3h= Password #1019 A& S| At S8t 84017
of A3t Bokg xgstojol gt whet ID, Password2 Ust £ 9]¢
T SHAL @eob Salt @S ESH 60bit ool siAlgto® wststel DBo A&gstglct. ol
Al dhas st=gol ool USR] ok whasA] sjAlgto R werd 4 9l SHA-2563
AHESERIT. ®et, Saltg o]gste] 16bit Zojo] R e F

o} st Salts sl siAgko® WHEol AgH Password At [1

5
‘

+ ......... + .......... + .......... T T T LT T T TP PP 4
| user 1d | Name | ID | Password |
+ ......... + .......... fressinanne freresarsnatasiaatasase sttt ants e s s sa st et aan s ans 4
D[ test | test |test |

2| test2 | test2 | testd |

3| id test | id test | 1d test |

6 | 1d test? | 1d test | 1d test2 |
|

|

|

|

| . xg ®
|

AR R B

|8 | PaTEST | P TEST  Lf10b4a7bs2430083ch3603d3eTabha

| 9 hash | hash | S2yS108ZyBvCSL/nMZ2INTpXKcyFOOSI TuxsJg6HPGHIGRSFLPAQ] ohunt |

|10 | §2y$106HI/J9NT4eLGrC2A} SFhXNeUGnE1uZuhsbDQ3PUUOBFE3HUdutefy HE =
|

2 | ol §2y810$v26T0AansPyrOEQs8QzBechyeZfChdroeurx\ECToBTqCko50Lvi ||

drasaniens dsssanunese desasasanne T b
(29 8] siAlwte s ¥igt & AAd Password JE



o}, TLS v1.2& st o7l &¢3s3st

old AlAEOA = ARAAY, 2529 oY 2 Hst of 5. 2l
WA = AsstAt. shAIgE Clientet Ay o] @it 2 st dgoA »T2 17l
o] Agst El=tl, Bohg AL&SHA] e W ol &S Aol HeAl 2% =l
2 9tk ol ©ElolH 9] 71U S AZsHl Aolistd, Cliente] 7HQ1 HHe} w7t 155 Al
A0l & 5& mofd 4 ot ol2st dojEel 7Y EAIE siZdshr] Hsto] TLS

i

(1) OpenSSLZ o] &5t Au] 701 7] A

ASAME A7 fsto] Awel 7l 715 AAdsiot. 7191 719 F7]+= 1024, 2048,
4096 5 HAPF dot= 2712 AAsto] YL 4 Ao, ESH Triple-DES, AES 5 ©%
g g5 &S WAL dote de duejEor MHEsto] ZiQl 71 AT & ot

a %S
(23 9= ABdE 71 719 &% Wéolt

[root@localhost tls]# cat /etc/pki/tls/private/example.com.key | head -5
----- BEGIN RS5A PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: AES-256-CBC,B7AB75AE1277204FOD9F59977311CAB4

scTyzgwwd4PFmMBzVVT/I30bwOoMDNdGEUTThYDOHPUIXTTk1lWxuUcggRg395Cjv
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[root@localhost tls]# openssl req -new -key private.key -out ROOTCA.csr
Enter pass phrase for private.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:KR

State or Province MName (full name) []:Busan

Locality Name (eg, city) [Default City]:Centum

Organization MName (eg, company) [Default Company Ltd]:TongMyong
Organizational Unit Name (eg, section) []:Information Security
Common Name (eg, your name or your server's hostname) []:Jaemu
Email Address []:tree4843@gmail.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

(2 10] IS A 8 A

(3) A5AM 37

OpenSSL 2504 Al&ste 34& ol&sto] <ASA(ert) oS Aot ASA=
X.509 FAS m2o, AHoN gt WA 71E ol &5t ASA ol Mgttt Aol 4
Moz gad 4% U5 2ABAM A 7 BT ASAM 9 subjectz F7bEC MY
d

[root@localhost tlsl# cat /etc/pki/tls/certs/rootCA.crt | head -5
————— BEGIN CERTIFICATE-----
MIIDpjCCA04CCODGPSWSUKMhoDANBgkghkiGOwOBAQsFADCELDELMAKGALIUEBhMC
51IxDjAMBgNVBAgMBUJ1c2FuMQ8wDQYDVQQHDAZDZWS0dWeOxXEjAQBgNVBADMCVRY
bmdteW9uZzEdMBs GAIUECwwUaW5mb3JtYXRpb24gc2VjdXJIpdHkxDjAMBgNYBAMM
BWphZW11MSEwHwWYJKoZIhvcNAQKBFhJ®@cmV1INDgOME@BNbWFpbC5jb20wHhcNM) Ix

(23 11] 5N HiE & 47

(4) TLS v1.2 3+&
TLSE 75317] 9% BS A% & opmxl AWE MRS o] Ao TLSI
R geich sPAY Aol o] tigh @Zo] QhAstAl rtn Hugo] mid|, ot AzstAl ¥

© 710l JISsAE Ad H TEskYl miwolt. AHE & Qe FE AS V1EE

DigiCert, Certum CA, GlobalSign £o°o] 9oy}t E A|AEl0 L&HSH 91ZA|= AdojRloz

A R EEEA sAR AL HEHE & ok ST 2 =wolME HolHY TR B
g Hd EOJ #E} % otuz TLSE F&si7] ol RSAS 7|vtez mj7ls gzt
2 ook slig < MYl 5 ASA A BRe (27 12) 2o



Certificate

jaemu

Subject Name

Country
State/Province
Locality
Organization
Organizational Unit
Common Name
Email Address

Issuer Name

Country
State/Province
Locality
Organization
Organizational Unit
Common Name
Email Address

KR

Busan

Centum

Tongmyong
information security
jaemu
tree4843@gmail.com

KR

Busan

Centum

Tongmyong
information security
jaemu
tree4843@gmail.com
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btn-gradient {
text-decoration; nong;
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: -webkit-linear-gradient(

background: -o-linear-gradient(top

background: -ms-1inear- gradien

background: linear-gradie

filter: progid: lmagelransfum icro:
9e', GradientType=0 |

endColorstr=
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= stHo 2 IDQ PasswordES U&= TextField, Home, Confirm identity B &
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Clien} @2igh DX eyt Idi2 shelo] £2=x|e, Password: HOME 9lstol
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a9l iyt 27091 752 85tk e+ [OE 14]9F 2.

5 C O & https/Nocalhost/lo ogin.php

>Dacuments<

- <link rel="stylesheet” href="https:

- . bootstrap.min. css" integrity="sha3gd-| DhYéunEszzth]uPnczhozﬁﬁdEf4szoH}vaETL/lak[slilhurqﬁhkandlvuK

+* Centos @ Wiki @ Documentation @ Forums crossarigin-anonyros ,
<script src="hitps://stackpath.bootstrapcdn. con/hootstrap/s. 0. 0-alpha2/ js/bootstrap. bundle.nin. js"

integrity="sha3g4-B0sAfvzjNIHrIBCZid0gS6tcONTpey T2VE)BKQDMEQUD2410sHI13URVLISAGD" crossorigin="anonymouss</

Serigt>>
Home
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Password | Password

Confirm Idenmy o

<button type="submit® class="btn btn-primary mb-3°>Confirm identity</button>
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function logout() {
console. log( hello");
const data = confirm(“Z10:3 #AHELM");
| if (data) {
location.href = “logoutProcess.php”;
}
}

function locationl() {
location.href = "Text.php";

function location2() {
location.href = "Check Information.php";
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header( ' Content - Type \r.-:‘-’l‘h\‘ arset=EUC-KR'):
jconn= mysqu connect[ ‘root’, 'root’, 'u
$_GET["1D*]; ;‘IGET‘ AMD
!_\' T * FROM userinfo where ID='$1D'";
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<!DOCTYPE html>

textarea {
width: 80%;
height: 500px;

extareas<br>

- <input type="REC ID" name="REC_ID" class="form-control" id="REC_ID" placeholder="s422| ID
2" require><br>
<textarea name='ReqData” placeholder="AYMES M54 ></textarea><br>

7 <button type="button" onclick="location.hrefs'---------- '3 {fbutton) - {I-20] YALR-
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Home

£ Home
. [ Documents
No Title Wiiter Receiver  Sign1 Sign2 ) 1q2w3edrStabebob.  asdokfjaionabc-bob.  hello hahaabcbob.  hello ye.abe-bob.txt
12 lq2wledrSt abe bob abc bob < Downloads ot - .
1 Wwwwwwwwww abe bob abc bob & Music
10 ggaaq abe bob bob bob
9 asdokfigion abe bob abe abe 0 Pictures
8 hello haha abe bob abc abe s
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sstr = jsonfy(StxtName);
< C Q & nhttps:/flocalhost/read.php?idx=13 i)
L . function jsenfy(snane) {
«* Centos @ Wiki @ Documentation @ Forums sresull = passthrul“java -jar Kedsa.far *.snane);
return Sr 18 8
Bobg_l :hlg]_“ol:k' chuod{stilepath, 0400);
" exee( IVar i [T document”, Soutput, s$error);
(Soutput);
2Hda}: abe 412t : bob et el
$C 101 = snun{ ' sign1’];
LH§ f/%id = § POST

ZEALH

MUZ@R):BuE
222HE) : Bob

...... >query(ssql3};

snumz = mysqli_fetch array(mysqli query(scon: . $5q14));
am . 10.000ﬂ snum3 = mysqli fetch array(mysqli query($conn, $sqls));
//%81 = “UPDATE textinfo SET signl="$W_ID' WHERE idx='".sbno.='"
//%al = "UPDATE textinfo SET signl="$W ID' WHERE idx='".$bno."'"
=1 2k ~
227(|7F: 2022/11/30 ~ 2023/11/29 i 15 i e, R
<scriptalert{“error ; FABI0] BB EIRSLICH ) s</script
3l 28 Holsion Sojse soIsc e
else {
1 (5C 101 == WULLY { 5% SIS0 sign20f 2 7
8, 27 82 HAHYE Sol Haaizes FaEYC, SRl
ript=alert{”1 3 £ Via/script
« [SECF "”:l n
elseif ($C 101 1= NULL && 5C_ID HULL)
. Ia]t}\jﬂ <scriptralert(=2 F2AW0] pEs Jiesserip

L
¥
}
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R

59 41 18 B@ CF 8B AS 76 92 CF 3B AA EC 6F 6D D9 51

ED B7 6A 2D 39 F3 D7 FA 16 D@ 82 6
58 E3 @7 82 8F 12 7A 93 DB 87 DE E8 68 DD 76 FA 51 (9

6E E2 B6 FB B5 46 E9 3@ 1A 22
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[ 23] KCDSA & 12]& 458 At

2. TLSvl.2 A& AS 17l "l

7} TLSv1.2 H8 Z w3

TLSE A &3l7] dele AE=EE AR g Helo] M HEHA 7] W&
Cliente] 7§<1 7@13._ ‘7'-1 Ak 71" AR Fo] 22 4 Atk TLS A& A Client7} D,
PasswordE =3 & =711 @A ol g dzlojnt. Al 2"l yieA F238k= PHP 3
S Q‘ﬂ@ & 9o, Cliente] F7] xR 2 4&H3 D, Password HR7A] &2lg 4
Atk [27 24]= TLS & A Client7} ID, Password® {83 & 271908 233 A
B ot}

25 8,389243392 127.0.8.1 0.0, e 76, POST [loginProcess.php #TTP/1.1 (application/x-ww:farm-urlencoded)

» Frame 25: 763 bytes on wire (5624 bits), 703 bytes captured (5624 bits) on interface @ o _ -
b Linux cooked capture “ﬁﬂ u| I[}é% g.}ﬂ jfE
» Internet Protocol Version 4, Src: 127.6.0.1 (127.6.0.1), Dst: 127.6.6.1 (127.8.8.1)
» Transaission Control Protocol, Src Port: 34510 (34510), Dst Port: http (83), Seq: 1, Ack: 1, Len: 635
» Hypertext Transfer Protacal
b Line-based tex 3 appllcauon,'x - Torn-urlencoded
©1c0 65 63 74 69 6f Ge 3a 20 6b 65 65 79 2d 61 6c 69 ection: keep-ali
01d0 76 65 B4 62 52 65 66 65 72 6572 33 20 68 74 74  ve..Refe rer: htt
Oled 70 3a 2f f 6c 6f 63 61 6c 68 6f 73 74 2f 6 6F p://loca lhustﬂ.u
6170 67 69 6e 2¢ 70 68 70 6d 6a 43 6f 6f 6b 69 65 3a Jgin.php
0200 2050 48 56 53 455353 494430 7232 66 6a 39
6218 353272693337 TI N6ITEMN[IA
6220 6d 6f 70 31 32 0d 02 55 70 67 72 61 64 65 2d 49 0
013 6e 736563 7572652d 526571756573 74 73 nsecure- Reguests

Cookie EH =0 Ji=

0240 322031 0d0a 536563 20 4665 7463 68 2d 44 : L..Sec -Fetch-D
0250 6573 74 32 20 64 6f 63 75 6d 65 Ge 74 bd 03 53 est: doc ument..S
0260 65 63 24 46 65 74 63 68 2d 4d 6f 64 65 32 20 6e ec-Fetch -Mode: n
6276 61 76 63 67 61 74 65 8d 0a 53 65 63 24 46 65 74 avigate, .Sec-Fet
0280 63 68 24 53 69 74 65 3a 20 73 61 6d 65 2 6F 72 ch-Site: same-or
8296 69 67 69 6 8d 6a 53 65 63 2d 46 65 74 63 68 24 _igi

6220 5573 65 72 3a 20 3f 31 6d 6a 6d 62 49 44 3d 61
02b0 6263 26 50 6173 73 77 6f 7264 3d 61 62 63

©F File: Rmp peapngany.2. | Packets: 34 - Displayed: 34 {100.0%)  Dropped: 0 (0.0%) Profle: Default
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1} TLSv1.2 75.% + 3

TLS7} A48 7, Transport Layerol A Datag ¢+53}3t & = AFstr] wZel
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N

HZ YEANA A AR D 7 Y& FJAT F Qi ol E F& WA, dolE 9
2AAQ 9 A8 ¢1F 58 AFsch (18 25]= TLS A4 & Client”} ID, PasswordE
A3 & 27908 2AHT w3zl ARt

w ﬂ;ph:amn Data

26 6,669577819 127.9.8. l 127.0.0.1 TP 68 https » 51578 [ACK] Seq=2482 Ack=2371 Win=48768 Len=0 TSval=13808128 TSecr=13808128
27 6.670649832 127.0.0.1 127.8.8.1 TLSv1.2 3564 Application Data, Application Data
28 6670664860 127.0.9.1 127.0.8.1 TP 68 51578 > https [ACK] Seq=2371 Ack=5978 Win=316272 Len=0 TSval=13868129 TSecr=13868129

¥ Transmission Control Protocol, Src Port: 51578 (51578), Dst Port: https (443), Seq: 1837, Ack: 2482, Len; 534
- Secure Sockets Layer
 TLSv1.2 Record Layer: Application Data Protocol: http
Content Type: Application Data (23)

Version: TLS 1.2 {0x383)

Length: 529 e
[Ferotes mTecation Tt SO S TS e o Jtm———— [l Z! 24 S 3}

0198 948493 aa cc 85 T4 07 3L b 2c (7 ac flaf 18
Bla@ 20¢622b3253c 4784 5249773487 2abe b
01b8 86 25 d5 21 &5 17 70 b6 8b ¢9 85 la bd a3 52 &2
Bl 39 20 65 B9 52 44 68 20 79 f2 25 db 10 04 6e 4
0140 5143 39 8 01 38 76 79 50 86 T4 ¢6 8 Sa be db
81e0 2f 7a df 52 5¢ fa e9 9f 9 ab a6 81 b9 6d 1 59
6119 81 61 b9 7b 57 62 68 % 1f ce f4 ¢7 32 2f le b8
0200 Bf ce ¢6 9d b9 86 ¢4 15 3b ¢d 2c 3a b3 fo 4f 37
6210 33 df 51 7d a8 % 66 6a d2 58 bd ca do 5b 64 11
0220 67 38 46 2c d2 eb cd eb 8a 67 99 6b de 74 be 83
0230 dleaBcbd b8 24 ca2c 18990 164 28643 11
6240 a3 ba c4 bf d5 a8 fo fd 7d a6 55 36 13 4524 f1
9250 11 be dd dl <641 07 30 71 b7

———— U5H|D, PW 0l E715

O Record layer version sslrecordvers... Packets: 28  Displayed: 28 {100.0%) - Dropped: 0 (0.0%) Profile: Default
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